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The materials contained herein are produced by the Boston Regional Intelligence Center (BRIC) and may contain information about significant law enforcement, public safety, or security matters involving the City of Boston as well as the Metropolitan 
Boston Region. The information contained herein is provided to assist in the collective efforts to ensure public safety and security in the Region. All information should be handled in accordance with BRIC labeling displayed on each document, and in 
accordance with Massachusetts General Law and BRIC policy. Inappropriate or unauthorized disclosure and handling of certain information may result in a violation of Massachusetts General Law or BPD / BRIC policy. 





(U//NP) Scope: This product is intended to provide law enforcement, public safety, and private sector security partners within 
the Metro Boston Homeland Security Region (WBHSR) with a quarterly assessment of intelligence relating to terrorism, violent 
extremism, and other significant public safety issues. This product also aims to provide an assessment of the MBHSR’s 
vulnerabilities relative to the current threat environment. 


(U//NP) KEY POINTS 


e (U//NP) Law enforcement remains alert to the possibility that a homegrown violent extremist (HVE) or lone offender 
could conduct an attack with little to no warning — a charged political environment that encompasses topics of 
interest for both domestic and foreign extremists enables violent rhetoric and propaganda to gain a foothold. 

e (U//NP) Recent events in Israel have refocused the world’s attention on the historic tensions between Israelis and 
Palestinians. Recent large scale protests along Gaza’s border with Israel have turned violent, resulting in 
approximately 43 Palestinians killed. Additionally, the controversial move of the US Embassy in Israel from Tel Aviv to 
Jerusalem on May 14, 2018 will continue to fuel public discourse on the issue and will also be used as propaganda to 
call for violence by various violent Islamist extremist groups. 

e (U//NP) Mass gatherings and lightly defended spaces continue to offer targets of opportunity to would-be attackers. 
High profile mass gatherings during the upcoming quarter include: 

Memorial Day Events — May 26 — 28, 2018 — MBHSR wide 

Boston Calling Music Festival — May 25 — 27, 2018 — Harvard Athletic Complex 

Boston’s Run to Remember — May 27, 2018 — Start/finish outside of World Trade Center Boston 

College Commencements — Various MBHSR colleges and universities 

Ramadan — May 15 — June 14, 2018 — Various MBHSR mosques 

Bio International Convention — June 4 — 7, 2018 - BCEC 

Fourth of July Events — July 4, 2018 — Various MBHSR locations 
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(U//NP) CURRENT THREAT ENVIRONMENT 
(U//NP) Summary 


(U//NP) At this time, the BRIC has no intelligence to indicate that any terrorist group or HVE has specific plans to conduct 
violent acts in the MBHSR. However, officers should note that individuals possessing some or all of the characteristics of the 
suspects in recent terrorist attacks throughout the world exist in most major cities in the US, including Boston. Trends in 
violent extremism reflect the inherent challenges of disrupting individuals or small-cells that mobilize over very short period of 
time and attack “soft targets” using easily attainable tactics. Such targets of opportunity have recently included crowded 
outdoor public areas, a Planned Parenthood facility, and law enforcement officers. 


(U//NP) Trends in Violent Extremism 
e Active Domestic Extremist Movement 


o (U//NP) A national conversation around ideologies such as white supremacy, neo-Nazism, black separatism 
and single-issue extremism such as anti-abortion and environmental extremism has brought these topics to 
the forefront. Though subscribing to these ideologies is protected under the First Amendment, there were 
instances of individuals acting out criminally in Q1 in furtherance of some of these beliefs. 


o (U//NP) Several domestic extremist plots were disrupted in late 2017, including a group of individuals in 
Florida who held neo-Nazi beliefs and were planning to build an IED and considered public infrastructure and 
synagogues as possible targets. A significant domestic extremist plot foiled in Q1 occurred when a man in 
Beaver Dam, Wisconsin accidentally killed himself while assembling hazardous chemicals to build explosive 
devices — investigators found finished TATP explosive material in his refrigerator and his garage as well as 
numerous guns. Investigators also located white supremacist literature in his house. 
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e Inspired Attackers 


o (U//NP) Most of the individuals who recently attempted or completed attacks in the US can be categorized as 
“inspired” — coming to decisions on timing, targeting, and tactics largely on their own without receiving 
specific direction from a member of a designated foreign terrorist organization. 


o (U//NP) A common thread between many of these inspired attacks is the consumption of propaganda by the 
attacker. A vast amount of information from various violent extremist groups is available online; 
Information such as targeting suggestions, ideological rationalizations, and tradecraft techniques can be 
found in extremist propaganda from all different ideologies, from violent anti-abortion extremists to al- 
Qa’ida (AQ). Some attackers may have even read and latched on to propaganda from terrorist groups who 
have opposing ideologies and goals (e.g., Hezbollah (Shiite Muslim extremists) and al-Qa’ida (Sunni Muslim 
extremists). Controversy involving US domestic and foreign policy is often exploited in propaganda, and the 
current political environment has plenty of issues that are topics of interest to extremist groups. 


o (U//NP) The problem presented to law enforcement by the inspired attacker is twofold: 1. the radicalization 
process can take place very quickly, even in a matter of weeks, and 2. a self-radicalized, inspired attacker will 
likely not hit all the same tripwires as someone receiving assistance or direction from a known terrorist 
organization. 


e Opportunistic Attacks 


o (U//NP) When radicalized individuals face difficulties in procuring/building weapons such as an IED, they may 
turn to a simpler weapon. Many recent attacks have used weapons that are readily available, such as trucks, 
cars, knives, or guns. Violent extremist propaganda has exploited this by encouraging followers to use such 
tactics, aware that driving a car or picking up a knife is much less likely to draw the attention of law 
enforcement than purchasing a firearm and a large amount of ammunition. ISIS in particular has capitalized 
on the low barrier to entry of simpler attack methods, writing guidelines for tactics and target selection for 
vehicle and knife attacks. 


o  (U//NP) Choosing the path of least resistance applies to targets as much as to tactics — many attackers 
selected minimally secured targets such as public transportation hubs and mass gatherings. Any group intent 
on causing mass casualties and creating a climate of fear will look to soft targets, especially locations where 
large groups of people gather. 


o (U//NP) Though simple tactics such as vehicle ramming and knife attacks are commonly used by violent 
Islamist extremist groups such as ISIS, any individuals intent on causing mass casualties and creating panic 
may see these methods used successfully and employ them themselves. 


e Threats to Government, Law Enforcement, and Military Personnel and Facilities 


o (U//NP) Law enforcement, government, and military personnel and facilities are desirable targets for a 
number of violent extremist groups, and the current charged political environment has drawn some 
individuals to seek out these violent ideologies. Law enforcement and the military are often perceived as an 
extension of the US government, and are an easily accessible and symbolic target with which many 
attackers may also have a personal grievance. 
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(U//NP) SIGNIFICANT INCIDENTS IN GLOBAL EXTREMISM - Q1 2018 


7 January 2018, Iraq: At least 27 people 

were killed in two suicide bombings in a busy 27 January 2018, Afghanistan: A suicide 
square in Baghdad — the second bomb ¢ bomber linked to the Taliban drove an 
targeted people running to help people ambulance onto a crowded street in a 
injured in the first attack. ISIS claimed shopping district of Kabul and detonated, 
responsibility for the bombings T” killing over 100 and wounding over 230. The 


23 March 2018, France: Agunman opened fire 
on four police officers jogging and attempted 
to run them down with his car. He then drove 
to a nearby town and opened fire in a 
supermarket, taking hostages and claiming he 
was acting on behalf of ISIS. Four people were 
killed and 15 injured 


attacker made it past the checkpoint by saying 
he was transporting a patient 


21 January 2018, Afghanistan: Taliban gunmen 

North aaa Q linked to the Haqqani network stormed the 

Intercontinental Hotel in Kabul with guns and 

Atlantic P explosives. At least 20 people were killed in the 
attack, which lasted almost 12 hours 


AFRICA 


March 2— March 20 2018, Texas: A series 
of package bombs in and around Austin ~ l r K 2 March 2018, Burkina Faso: Militants 
killed two people and injured several Sites aie affiliated with AQIM launched 
others before the suspect detonated a $ t simultaneous attacks on the French 
bomb in his vehicle as law enforcement | - i Embassy and the military headquarters in 
closed in. There is no publicly known 14 February 2018, New Jersey: A Ouagadougou, killing 30 and injuring 85 
motivation for the bombings Massachusetts man intentionally drove a AQIM claimed it was in retaliation for 
stolen delivery truck into a Planned French army activity in northem Mali 
Parenthood dinic in East Orange. Three 
people were injured in the attack 





(U//NP) INTERNATIONAL TERRORISM 
(U//NP) Threat Groups 


(U//NP) The groups described below represent a significant international terrorist threat. This is not an exhaustive list of 
international extremist groups — those featured represent the most prominent known threat to the US in this category. See 
the Appendix for the FBI definition of international terrorism. 


Islamic State of Iraq and the Levant (aka ISIS or ISIS) 

e (U//NP) ISIS grew out of al-Qa’ida in Iraq (AQI), which served as AQ’s branch in the 
country. Led by Abu Mus'ab al-Zarqawi, AQI committed attacks against the Iraqi 
government and any area of perceived US influence, and the group’s actions were notable 
for their extreme violence. After Zarqawi's death, Abu Umar al-Baghdadi replaced him, 
eventually breaking from AQ and declaring the Islamic State of Iraq and ash-Sham, seizing 
and holding territory in Iraq and Syria. The group’s influence has led groups in Algeria, 
Egypt, Libya, the North Caucasus, Afghanistan, the Philippines and Yemen to pledge 
allegiance to the group, further extending ISIS’s reach. ISIS in Afghanistan has been very 
active in Q1, killing Shiite Muslims, Hazaras, and civilians in numerous violent attacks. 

e (U//NP) ISIS continues to suffer serious personnel and territorial losses. Western intelligence leaders have signified 
that fleeing foreign fighters re-entering European countries is a major concern as ISIS loses territory in Iraq and Syria. 
ISIS’s highly valued external operations arm includes numerous foreign fighters from Western countries, and 
operatives involved in planning attacks abroad will likely attempt to infiltrate European countries with the aim of 
continuing their work there. With the loss of the core territory in Iraq and Syria, the diffuse branches of ISIS will likely 
look to plan operations and continue to recruit for the group in their region of influence. 





The flag commonly used by ISIS 


members and supporters 
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e (U//NP) ISIS, even territorially diminished, represents a significant threat to the US in large part due to its extensive 
outreach via social media, through which it speaks with contacts abroad and pushes out extremist materials. These 
materials, which include audio, video, text, and graphics, have proven the group’s capability to create a message that 
resonates. ISIS encourages and celebrates attacks by individuals inspired by its narrative, and pro-ISIS attackers 
include individuals with a history of emotional issues. 

e (U//NP) Attacks in Q1 attributed to ISIS include a car ramming and 
hostage taking incident in France, a siege at an Afghan army post, and a 
siege at a Yemeni counterterrorism office in Aden. 


Al-Qa’ida (AQ) and Affiliates 


e Al-Qa’ida Core 

o (U//NP) Core al-Qa’ida, believed to be based in Pakistan, has lost 
potency due to aggressive US counterterrorism operations, in 
addition to losing some influence as challenges from ISIS call into question AQ’s authority on violent Islamic 
jihad. In the first week of 2018, the Trump administration announced a freeze on security support to Pakistan 
due to allegations of the country’s support for terrorist groups operating in the region. It is not clear at this 
time what impact, if any, this will have on AQ and its affiliates. Additionally, the decision to recognize 
Jerusalem as the capital of Israel in December 2017 resulted in a statement from several AQ branches 
condemning the move and using it to encourage attacks against American and Jewish interests. In Q1 2018, 
AQ leader Ayman al-Zawahiri released messages attacking the US, encouraging AQ affiliates, and denouncing 
ISIS. Some AQ affiliates either have or are close to having the capability to commit an attack in the West or 
against Western interests abroad. These affiliates are listed below. 





e Al-Qa’ida in the Arabian Peninsula (AQAP) 

o (U//NP) AQAP is based in Yemen, and the group continues to take advantage of the country’s lack of a 
cohesive government. Former President Ali Abdullah Saleh was killed in December — Saleh supported the 
Houthis in their uprising against the government of President Abdrabbuh Mansur Hadi. The Houthis continue 
to fight against pro-Hadi forces in Yemen. AQAP is widely viewed as the al-Qa’ida branch most capable of 
committing external attacks in the West and against Western interests abroad. AQAP has proven its ability to 
inspire HVEs in the US and elsewhere through online propaganda, in particular /nspire magazine and the 
speeches of deceased member Anwar al Awlaki. AQAP continues its publication of the Inspire Guide 
magazines, which it releases after notable attacks to critique the operations and offer suggestions to 
followers. 

o (U//NP) US military officials have stated they believe AQAP is a significant threat that continues to plot 
attacks against the US. In an effort to degrade their ability to hold territory from which to launch attacks, the 
US military continued airstrikes against AQAP positions in Yemen in Q1 2018 The State Department added 
AQAP leader Khalid Batarfi to the list of specially designated global terrorists in January 2018 — Batarfi, a 
veteran AQ member, encouraged attacks on the US and the Jewish population in a recent video. 


e Al-Qa’ida in the Islamic Maghreb (aka AQIM, Jama’at Nusrat al-Islam wal-Muslimin) 
o (U//NP) AQIM operates primarily in the Maghreb and the Sahel, 

including Mali and parts of Algeria, Tunisia, Niger, and Mauritania. US 
officials assessed the group to be largely focused on regional attacks — 
its primary objective is to overthrow governments it calls “apostate” 
governments. The group, which is a militant Islamist group like all al- 
Qa’ida affiliates, perceives the governments it opposes as not in line 
with their version of fundamentalist Islam. AQIM presents a threat to 
Western interests in the Sahel, but to this date the group has not 
conducted external attacks in Western countries. AQIM and ISIS Flag used by Jabhat al-Nusra fighters 
affiliates in the region compete for people and influence in the region, 
as AQIM looks to move in to the space lost by ISIS in counterterrorism operations. In March, US Africa 
Command announced that Musa Abu Dawud, a high-ranking AQIM member, was killed in an airstrike in 
Libya. 
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e Jabhat Fateh al-Sham (aka Jabhat al-Nusra, al-Qa’ida in Syria, Hayat Tahrir al-Sham) 
o (U//NP) Jabhat Fateh al-Sham went through yet another organizational shift in 2017, joining with other jihadi 
organizations in Syria to form Hayat Tahrir al-Sham (HTS), the “Assembly for the Liberation of the Levant.” 
Some reports suggest there is a power struggle in Syria between factions loyal to HTS and its leader Abu 
Muhammad al-Julani and those who follow AQ leader Ayman al-Zawahiri. HTS appears to be focused on the 
Syrian civil war, fighting both ISIS and Syrian President Bashar al-Assad, and has gained territory in the wake 
of ISIS losses. Infighting between Sunni jihadist groups in Syria will likely continue, as AQ media has been 
forced to release statements, including one in March, addressing the power struggle in Syria and urging unity. 


o (U//NP) In June 2017, court records were unsealed to reveal that a 25-year-old US citizen pleaded guilty in 
2015 to providing material support to terrorists — he traveled to Syria in 2014 and joined Jabhat al-Nusrah as 
a fighter. The group directed him to commit an attack in the US upon his return. Court documents suggest he 
considered attacking the prison in Texas that holds Aafia Siddiqui, who was convicted of terror-related 
offenses in 2010. Siddiqui’s imprisonment has been a continued call to action for AQ. 


= Khorasan Group 

e (U//NP) The Khorasan Group is a term used to describe a network of AQ veterans who are 
located in Syria and are focused on plotting attacks against the West. The Khorasan group 
has previously attempted to recruit Westerners for use in global operations. Despite key 
losses over the past year, the group is believed to remain in Syria under the protection of 
Jabhat al-Nusra (AKA Jabhat Fatah al-Sham, Hayat Tahrir al-Sham), AQ’s affiliate in Syria. 


e Al-Shabaab (aka Shabaab) 

o (U//NP) Al-Shabaab is a militant group based in Somalia that has successfully 
carried out significant attacks against targets it perceives as representative of Western 
influence, including the Westgate Mall and Garissa University, both in Kenya. Though the 
group has called for followers to commit attacks in the Western world, it is primarily focused 
A symbol used by al-Shabaab on fighting African Union Mission in Somalia (AMISOM) and other regional military forces who 

have opposed their advances. Al-Shabaab has attempted to mimic ISIS’s strategy of using social 
media to inspire lone offender attacks, but this strategy has yet to prove successful. Though al-Shabaab is 
assessed to have low capability of conducting external attacks, the group has previously been successful in 
recruiting Americans to travel to join them in Somalia. The group is currently led by Abu Ubaidah Ahmed 
Omar, who recently released a speech encouraging Muslims in East Africa to carry out lone wolf attacks. 
Ongoing US and Somali counterterrorism operations disrupted numerous al-Shabaab attempted attacks 
against civilians in Q1. Not all attempts in Q1 were stopped — a double VBIED attack in Mogadishu in February 
killed 45 when Shabaab militants detonated near a hotel and the president’s residence in the city. 





Tehrik-e-Taliban Pakistan (aka TTP, Pakistani Taliban) 

e (U//NP) TTP is a Sunni Islamist militant umbrella organization that conducts attacks (mostly in Pakistan) intended to 
undermine the Pakistani military and government. The group, which is based in the Federally Administered Tribal 
Area (FATA) along the Afghan border, concentrates its efforts in Pakistan and poses a threat to Western interests 
there, especially Western forces. Though the TTP is not assessed to currently be a significant threat to the Homeland, 
it has successfully attempted to attack before — Faisal Shazad, who received training from the TTP, attempted to 
detonate a vehicle-borne IED in Times Square in 2010 and was arrested after boarding a flight to Dubai. Mullah 
Fazlullah is believed to be the current leader of the TTP —in March, the US offered a $5 million reward for information 
on him and $3 million for two other members. The US continues counterterrorism operations against the TTP even as 
the future of US funding to Pakistan is in question — in Q1, US drone strikes hit numerous TTP targets, including 
deputy leader Khalid Mehsud. 


Afghan Taliban 
e (U//NP) The Afghan Taliban is a Sunni Islamist militant group that held control of much of Afghanistan from 1996 until 
the US invaded the country in October 2001. Many insurgent attacks in Afghanistan can be attributed to the Taliban, 
which uses various tactics to hit civilians, sites of perceived Western influence, and government and law enforcement 
officials. The current leader of the Taliban is Mawlawi Haibatullah Akhundzada, who was put in place after Mullah 
Mansour was killed in a drone strike. The Taliban in Afghanistan have some districts under full control, including 
several in Helmand and Kandahar. 
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e (U//NP) The Taliban continues to gain territory in Afghanistan — some experts believe that an already tenuous 
situation may deteriorate further as there have already been numerous attacks in Q1 and a Taliban retreat from 
occupied territory seems unlikely in the near term. In January, a BBC study showed that Taliban fighters are “openly 
active” in 70% of Afghanistan. In January, a suicide bomber drove an ambulance onto a crowded street in the secured 
area in Kabul and detonated, killing over 100 people. 


Boko Haram (aka Islamic State West Africa Province) 

e (U//NP) Boko Haram is an Islamist extremist group that endeavors to remove the government of Nigeria and establish 
an Islamic caliphate in its place. The group operates primarily in northeast Nigeria, where it holds large amounts of 
territory. Boko Haram has killed thousands of people in Nigeria with techniques such as suicide bombings and VBIEDs, 
as well as using kidnapping to exert pressure on the government and create a climate of fear. Neighboring countries 
are attempting to work with Nigerian forces to push back Boko Haram, but so far this has not significantly slowed 
their operations and attacks occur frequently. 


e (U//NP) — Though Boko Haram previously pledged allegiance to ISIS in 2015 (creating the Islamic State in West Africa, 
or ISWA), the entirety of the group did not recognize the change, resulting in a split. ISIS named Abu Musab al- 
Barnawi the leader of ISWA Former Boko Haram leader Abubakar Shekau has some Boko Haram members who are 
still loyal to him — the Shekau faction continues to commit violence, including suicide bombings. ISWA has recently 
been reported as staking out territory in Borno and Yobe state by providing security and general assistance to the 
local population — this is likely an attempt to create a secure base from which they can launch attacks. 


Extremist Groups in the North Caucasus 

e (U//NP) Russia’s North Caucasus region has a long history of terrorist activity, including the First and Second Chechen 
Wars, which spanned from the 1990s to the 2000s. The two most significant groups operating in the region at present 
are the Islamic Caucasus Emirate (ICE) and ISIS, which established a “province” there in the summer of 2015. ICE has 
maintained close ties to AQ since 2007, though significant numbers of former ICE members in the Caucasus appear to 
have defected to ISIS. Small-scale attacks by suspected ISIS sympathizers and raids on ISIS hideouts continue to be 
frequently reported in the North Caucasus region. This is reflective of a shift in propaganda that encouraged ISIS 
sympathizers in Russia to commit attacks at home in revenge for the country’s bombing campaign in Syria. In 
February, a gunman shot and killed five people at a Russian Orthodox church in Dagestan — ISIS claimed responsibility 
for the attack in a media release. In March, ISIS claimed a knife attack on police in Grozny, the capital of Chechnya. 
The Grozny attacker recorded a video pledging allegiance to ISIS leader Baghdadi that was then released by ISIS 
media. 


Hezbollah 

e (U//NP) Hezbollah is a Shiite Muslim militant group based in Lebanon. The group has been active since the early 
1980s and acts in some capacities (such as the Syrian Civil War) as a proxy militia for Iran. Hezbollah is considered 
responsible for a number of attacks, with targets including Israel and US interests in the Middle East. One of the 
group’s most significant attacks is the bombing of the Khobar Towers in Saudi Arabia, which at the time was housing 
US military members — 19 people were killed. Hezbollah has an active political arm in Lebanon, though US intelligence 
does not distinguish between the political and military wings of Hezbollah. Hezbollah counts the US among its most 
significant enemies, but its activities in the US are largely confined to fundraising and procurement. Though the group 
is highly militarily capable, its physical attacks are currently focused on Israel rather than European and North 
American countries. Israeli security forces continue to target Hezbollah out of concern over the group’s ability to gain 
a foothold in Syria, which they fear would threaten the Israeli-occupied Golan Heights. 

e (U//NP) In June 2017, two men (one from Michigan and one from New York) were arrested and charged with 
engaging in surveillance activity and logistics on behalf of Hezbollah’s Islamic Jihad Organization (IJO). Both men 
received extensive training from Hezbollah, including combat and explosives training. Targets the men surveilled 
included Israeli embassies, airports, and military and law enforcement facilities. 


e (U//NP) Hezbollah reacted to the US decision to recognize Jerusalem as the capital of Israel by saying that the group 
will prioritize the Israel/Palestine conflict as a result. Q1 2018 has seen a resurgence in violence in the Gaza Strip 
between Palestinians and Israeli security forces — because of this, the issue will likely remain a focus in 2018 for 
groups such as Hezbollah. 
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(U//NP) In February, the Trump administration imposed additional sanctions on individuals and businesses thought to 
have connections to Hezbollah. This was likely intended to counteract Iran’s use of Hezbollah to support groups 


fighting in Syria, Iraq, and Yemen. 


Extremist Groups in Turkey 
(U//NP) There are currently several extremist groups operating in Turkey. The Marxist-Leninist group DHKP-C — 
engages in violence such as gun attacks, kidnappings, bombings, and suicide bombings. DHKP-C members are anti- 
Western and anti-capitalist, and often target law enforcement, government officials, and Western interests. The PKK 
(Kurdistan Worker’s Party) is a Kurdish nationalist group that is seeking greater autonomy for Kurds. PKK fighters have 
fought the Turkish government over long periods of time, with cease-fire agreements in between. The PKK is currently 
also fighting ISIS. Both the DHKP-C and the PKK oppose Turkey’s current government. The PKK continues to attack 
police and military targets — in March, PKK militants hit a military base in Siirt, killing six and injuring seven others. 


(U//NP) DOMESTIC TERRORISM 


(U//NP) Threat Groups 
(U//NP) This is not an exhaustive list of domestic extremist groups — those featured in this document are assessed by the BRIC 
to be the most relevant to the MBHSR. See the Appendix for definitions of domestic terrorism from the FBI and DHS. 


(U//NP) It is important to note that many of the topics and ideologies that inspire domestic extremism also have broader 
mainstream movements; domestic extremists are distinct from these mainstream movements due to their promotion of, 
and / or participation in criminal activity such as violence, threats of violence, and damage to property as a means to an 


end. 


Animal Rights and Environmental Extremists 


Sovereign Citizen Extremists 


(U//NP) Animal rights and environmental extremists facilitate or engage in criminal 
behavior as a way to inflict damage upon people, businesses, and overall industries that 
benefit from what they perceive as the exploitation of animals and/or the environment. 
The best-known groups in this category are the Animal Liberation Front (ALF) and the 
Earth Liberation Front (ELF), both of which have been involved in incidents that caused 
significant damage and expense throughout the world. Within the MBHSR, localized 
groups and individuals sympathetic to ALF have primarily targeted institutions that 
conduct experiments on animals, such as hospitals, private companies, and universities. 
Historically, most of these actions have involved isolated acts of vandalism. 
Environmental extremist activity within the MBHSR historically has been focused on 
issues surrounding the fishing and fossil fuel industries. 














me NOROI AMERI SRAN 


(U//NP) According to the FBI, the sovereign citizen movement is comprised 
of US citizens who openly reject their citizenship status and claim to exist 
beyond the realm of government authority. While this ideology is 
constitutionally protected, some of the behaviors exhibited by its adherents 
have crossed the line into criminal activity. 


(U//NP) On March 9, 2018, Phillip Anthony GUIDRY, 48, was arrested in 
Louisiana on a weapons-related warrant issued out of Missouri stemming 
from a traffic stop. GUIDRY was wanted in Missouri on charges of being a 
felon in possession of a firearm and allegedly carrying a concealed weapon 
in a hidden compartment of his RV while driving through the state. Open 





” 
NORTH AMERICA `- 
REPUBLIC OF TEXAS 


tp 2026B 


PRIV ELD PROPERTY 


Examples of fraudulent license plates used 


by Sovereign Citizens 


source reporting states that during arrest, GUIDRY claimed he was a sovereign citizen and did not have to comply or 
answer to the US government. A search of his residence in Louisiana found multiple firearms including a fully 
automatic rifle with no serial number. His residence also had several cameras set up and “roll-down bulletproof metal 


shutters over every door and window.” 
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e (U//NP) Law enforcement officers within the MBHSR continue to have encounters with 
individuals displaying criminal behaviors on behalf of this ideology. The majority of encounters 
have involved a range of behaviors such as:? 


(U//NP) Rolling the window down only enough to be heard 

(U//NP) Displaying a placard with sovereign citizen literature in the windshield 

(U//NP) Refusing to identify themselves to officers 

(U//NP) Making comments such as, “"I am a traveler of commerce and do not need a 
license." GUIDRY 
(U//NP) Recording the encounter and posting it on the internet 

(U//NP) Resisting arrest 

o (U//NP) Refusing to be booked 





O O O © 


O 0 


Black Separatist Extremists 


e (U//NP) According to the FBI, black separatist extremists (BSE) use force or violence in violation 
of criminal law in response to perceived racism and injustice in American society and in 
furtherance of establishing a separate black homeland or autonomous black social institutions, 
communities or governing organizations within the United States. BSEs may extend their 
outreach to other minority populations that they perceive to be similarly oppressed, such as 
Native Americans or Hispanics. BSEs use both political and religious justifications to support ` 
their ideological objectives and criminal activity. While this ideology is constitutionally GUTHRIE 
protected, some of the behaviors exhibited by its adherents have crossed the line into criminal 
activity. 





e (U//NP) On February 9, 2018, Tierre GUTHRIE, 39, was shot and killed after he engaged officers in a shootout at his 
residence in Locust Grove, GA. One officer was killed and two others were wounded. Officers were attempting to 
arrest GUTHRIE on a default warrant stemming from a commercial vehicle citation when the shooting occurred. 
GUTHRIE reportedly subscribed to the Moorish ideology, a black separatist ideology which sometimes incorporates 
sovereign citizen beliefs, and had made several anti-government statements to family members 
and on social media in the past. 


White Supremacy Extremists 
e (U//NP) On March 5, 2018, Benjamin MORROW, 28, was killed in an explosion at his apartment 
complex in Dodge County, WI. Court documents indicate that the apartment was a “homemade 
explosive laboratory” with instructions on how to manufacture homemade explosives along with 
13 jars of potentially finished TATP explosive material. Open source reporting also states that 
white supremacist literature was found in the apartment. Due to the highly volatile material, the WOODWARD 
entire apartment building had to be demolished with a control burn. TA 








r 


e (U//NP) On March 2, 2018, Samuel WOODWARD, 20, was arrested in connection to the stabbing 
death of a former classmate Blaze BERNSTEIN. Open source reporting states WOODWARD was a 
member of a neo-Nazi group that often promotes violence against minority communities 
including LGBT, Jewish, Muslim and African Americans. BERNSTEIN was reportedly openly gay 
and Jewish. Investigation is still underway to determine motive and if this incident was a hate 
crime. 


STABLES 


e (U//NP) February 5, 2018, Ethan STABLES, 20, was found guilty of preparing an act of terrorism, 
threats to kill and possessing explosives after he planned to attack an LGBT event at a bar in Cumbria, UK in June 
2017. STABLES was caught by law enforcement as he walked towards the bar just before the event. He reportedly 
planned to use an axe and machete during the attack. He also made various Google searches including, “I want to go 
on a killing spree” and had begun to acquire materials to build an IED. STABLE reportedly had swastikas in his 
bedroom and vocalized his support of Hitler as well as his hatred for minority communities, particularly the LGBT 
community, on social media. 


1 Some of these behaviors are constitutionally protected; however, the behaviors mentioned in this report were exhibited along with 
at least one criminal offense. 
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e (U//NP) On February 2, 2018, Luca TRAINI, 28, carried out a racially motivated shooting in the city of Macerata, Italy 
that injured six people of color. Investigators report TRAINI drove around the city targeting people of color as an act 
of revenge for the killing of an 18-year old female reportedly by a Nigerian immigrant. 


Anarchist Extremists 

e (U//NP) Anarchist extremists reject all conventional authority, including any government, legal system, or law 
enforcement agency. Belief in the superiority of an anarchic system is constitutionally protected, but a minority of 
anarchists believe that criminal behavior is necessary to promote anarchy. Contrary to anarchist extremism in 
European countries such as Greece and Italy, anarchist extremism in the US is more focused on attacking property 
that symbolize capitalism and globalization. Additionally, these criminal actions tend to occur more frequently on May 
Day (May 1°), an international day honoring workers’ rights or following the death or arrest of a fellow anarchist 
extremist. High profile political activity has also motivated anarchist extremists in the past and spikes in violence have 
occurred during elections. The BRIC has no information to indicate a specific threat of criminal activity, however, the 
MBHSR typically hosts a variety of first-amendment protected events on May Day. 


e (U//NP) The resurgence of anarchist extremism in Europe, particularly in Greece, over the last several years has been 
a significant threat for European nations due to their use of violence targeting of government employees, financial 
institutions, multi-national companies and banking institutions. 


Anti-Abortion Extremists 
e (U//NP) Women’s health clinics, clinic workers, and prominent abortion providers and advocates are often targets for 
threats, harassment and occasionally violence by those who oppose abortion. While Eric Rudolph’s 1997 bombings of 
an abortion provider and gay bar in Georgia on behalf of the Army of God (AOG)? illustrate that organized anti- 
abortion extremist groups exist, other recent incidents show that anti-abortion extremists are also capable of self- 
radicalizing to the point of committing violence. Significant violent incidents carried out against abortion providers by 
individuals include the shootings of two abortion clinic employees in Brookline, MA in 1994, the assassination of high 
profile physician George Tiller in Wichita, KS in 2009, and Robert Lewis Dear’s 2015 shooting of 

one police officer and two civilians at a Planned Parenthood facility in Colorado Springs, CO. 


e (U//NP) On February 14, 2018, Marckles ALCIUS, 31, was arrested after he intentionally drove a 
stolen delivery truck into a Planned Parenthood clinic in East Orange, NJ. Three individuals were 
injured in the attack. ALCIUS stole a bakery delivery truck that was out making deliveries at the 
time and made statements to investigators that the act was intentional and he was willing to 
die. ALCIUS reportedly researched Planned Parenthood locations prior to the attack including 
Massachusetts, Rhode Island and New Jersey. ALCIUS 





2 AOG has claimed credit for numerous criminal actions targeting abortion providers. 
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(U//NP) THREAT MATRIX 


The chart below represents a snapshot of the groups that are assessed to pose a significant threat to the MBHSR and 
should not be considered an exhaustive list. 


Intent Capability Opportunity in the MBHSR 


HVEs & Lone ® 
Offenders 





Statement by AQAP 
leader in Q1 2018 
called for attacks 


encouraging attacks, 
offering tactical and 
targeting guidance 


Repeatedly states 
intent to attack 
within the Homeland 
Propaganda 
operation has slowed 
as group loses 
territory 

Propaganda 
emphasizes hitting 
minimally secured 
“soft targets” such as 
entertainment 
venues to cause mass 
casualties 


Remains the most 
significant, near-term 
threat to the 
Homeland 

Current charged 
domestic and 
international political 
environment 
provides material for 
propaganda, topics 
to draw in would-be 
sympathizers 

Major domestic and 
foreign policy 
decisions such as the 
US Embassy move to 
Jerusalem embassy 
stoke resentments 


Attempts on US 
bound aviation in 
2009, 2010 and 


using military 
tactics 


Multiple arrests in 
the US of 
individuals linked to 
or inspired by ISIS, 
including 3 from 
MA and 1 from RI 
Small scale, easy to 
execute attacks 
Small arms, edged 
weapons, vehicles 
as weapons 


Small scale, easy to 
achieve attacks 
encouraged by 
groups of varying 
ideologies 

Small arms, edged 
weapons, vehicles 
used as weapons 
IEDs constructed 
using directions in 
Inspire magazine or 
elsewhere online 
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US-bound aviation: major 
international airport 
Events hosting individuals 


against the US and 2012 “defaming” the prophet and 
the Jewish Specialize in other individuals on the AQAP hit 
population developing list 

e Inspire Magazine. undetectable IEDs Significant amount of Israeli and 
consistent Small arms attacks Jewish facilities throughout the 
propaganda on soft targets region; frequent visits by Israeli 


dignitaries 

Widely available targets of 
opportunity with minimal 
security 

Extensive amount of uniformed 
law enforcement and military 
personnel and facilities; Boston 
based Usaamah RAHIM planned 
on attacking law enforcement 
Individuals known for “defaming’ 
the prophet and/or featured on 
the AQAP hit list 

Significant amount of Israeli and 
Jewish facilities throughout the 
region, frequent visits by Israeli 
dignitaries 

Widely available targets of 
opportunity with minimal 
security 

Extensive amount of uniformed 
law enforcement and military 
personnel and facilities 
Significant amount of Israeli and 
Jewish facilities throughout the 
region, frequent visits by Israeli 
dignitaries 

High profile mass gatherings such 
as the Boston Marathon and 
Boston’s 4" of July celebration 
Widely available targets of 
opportunity with minimal 
security 


) 
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Other AQ 

Affiliates 
e AQIM 

e Al- 
SELEENI) 


Sovereign Citizen 
Extremists 


Animal Rights and 
Environmental 


Extremists 


Anti-Abortion 
Extremists 
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Intent on attacking 
US and Western 
targets in their areas 
of operation 
Maintain aspirations 
of attacking within 
the Homeland 


Violent adherents to 
the ideology see 
some segments of 
government as 
infringing on their 
rights 

Makes law 
enforcement and 
government officials 
possible targets 
during planned or 
coincidental 
encounters 
Maintain goal of 
inflicting damage on 
businesses and 
industries who they 
perceive as 
exploitative of 
animals and/or the 
environment 


Activity focused 
mostly on 
reproductive health 
centers and / or staff 


Capability 


Capability within 
the Homeland is 
limited 

Overseas attacks 
include suicide 
bombings, 
kidnappings, 
military assault 
tactics on soft 
targets 


Previous tactics 
include shootings, 
IED attacks 

Lack of central 
structure means 
individual/small cell 
structure hard to 
detect 


Environmental 
Extremists; 
Capability to 
engage in criminal 
activity intended to 
cause property 
damage and disrupt 
production is 
reflected in several 
areas throughout 
the country, 
particularly in areas 
undergoing natural 
gas pipeline 
expansion projects 


Pro-life extremist 
criminal activity 
remains largely a 
lone offender issue, 
which makes these 
offenders difficult 
to identify ahead of 
time 

Most organized 
pro-life activity in 
the Boston area 
consists mostly of 
First Amendment 
protected activity 
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Opportunity in the MBHSR 


Soft targets including hotels, 
universities, and other public 
gathering spaces remain 
vulnerable 


Extensive amount of uniformed 
law enforcement and 
government facilities 

Traffic stops or other routine 
interaction with law enforcement 


Environmental Extremism; 
Multiple natural gas expansion 
projects in the northeast 

Animal Rights Extremism; 
Significant number of scientific 
research facilities in the MBHSR, 
both private sector and university 
affiliated 


Many clinics and practitioners 
that provide abortion services in 
the MBHSR 
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Intent 









Capability Opportunity in the MBHSR 





Black Separatist Resurgence in recent Individuals that Largely focused on law 


Extremists years due to strained have acted out on enforcement officers since recent 
race relations in the behalf of this high profile encounters between 
US, particularly ideology recently officers and persons of color have 
between law have acted alone exacerbated already tense race 
enforcement and without direction relations in the US 
communities of color from an organized 
group 


(U//NP) CYBER 
(U//NP) Summary 


(U//NP) Cyber intrusions continue to happen very frequently — likely at an even higher rate 
than recorded, since many incidents go unreported. Very few of these intrusions can be 
classified as terrorism, but some represent a significant threat to law enforcement and 
citizens. Incidents that may affect public safety include placing a false call to generate a large 
law enforcement response (aka “swatting”), disrupting websites that provide a service to the 
public, and gaining unapproved access to internal computer systems and data. 





(U//NP) Threat Groups 

Non-State Cyber Actors 
A symbol sometimes used e (U//NP) Certain malicious cyber actors are referred to as “hacktivists,” in reference to 
by the hacktivist group when their hacking activity is intended to protest against or cause damage to a company, 
Anonymous person, or government agency. The motives, targets, and strategies vary widely. Current 


events may prompt hacktivist activity — recent examples of this include police involved 
shootings and decisions in contentious court cases. Hacktivists often target SLTT entities over perceived injustices, as 
well as SLTT “affiliates,” such as the Fraternal Order of Police. Hacktivists can be inspired by a variety of ideologies — 
Anonymous is one notable hacktivist group, as is the Cyber Caliphate Army (CCA, aka the Islamic State Hacking 
Division), which affiliates itself with ISIS and has claimed responsibility for a number of hacks, predominantly website 
defacements. 


e (U//NP) Past malicious activity has included: 

o Swatting — the act of calling law enforcement authorities to report a critical incident at a victim’s residence 
(e.g. a hostage situation, a mass shooting) when there is no real emergency. 

o Doxing — the act of compiling and posting an individual’s personal information gathered from social media 
and other websites without permission, often used to encourage targeting of that individual. Doxing can pose 
a threat to an individual’s safety if it gives clues as to their home or work location, providing information to 
those who may wish to cause harm. 

o DDoS (Distributed Denial of Service) — an attack when multiple compromised systems are used to target a 
single system (e.g. a website or online service), rendering it unavailable. 

o  Maalvertising — the use of online advertisements as a vehicle to spread malicious code. Malvertising can target 
popular websites such as major news outlets in order to gain access to a large number of victims, who once 
they click on the affected ad, are injected with malware. 

o Ransomware — a type of malware that exploits a weakness to deny access to data and systems. Ransomware 
usually demands a payment from the affected user to return access, though there is no guarantee that 
complete access and data will be returned with payment. 


State-Sponsored Actors 
e (U//NP) State-sponsored cyber actors are malicious actors whose actions are supported in some way by a state actor. 
Their aims and motivations vary greatly, but many recent attacks believed to be state-sponsored have been intended 
to gain unapproved access to restricted information. The most prominent recent example is the breach of the 
Democratic National Committee, which had information (including documents and emails) released by WikiLeaks and 
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was likely conducted by individuals acting on behalf of Russia. These type of attacks are high-level, sophisticated 
exploits that are often active for some time before being detected, making them especially dangerous. Discussion has 
recently focused on Russian intrusion into voting systems — though experts do not believe vote counts were changed, 
this intrusion is representative of the type of damage some states intend to inflict through malicious cyber activity. In 
March, the US government released information accusing Russia of cyber activity targeting critical infrastructure in 
the US and Europe. A DHS report on this Russian activity said that hackers accessed critical control systems at power 
plants — some experts believe this attack was intended to signal their capability in the event of a larger conflict. 
(U//NP) This type of threat has an effect on both national security and private enterprise and reports of activity of this 
nature should be taken seriously. It should be noted that sophisticated state-sponsored actors have the ability to 
create exploits that have a kinetic effect and could potentially threaten infrastructure such as the power grid, dams, 
and other critical sectors that are vulnerable to hacking. 


(U//NP) UPCOMING QUARTER -— SIGNIFICANT EVENTS 


(U//NP) 


The BRIC has no credible information to suggest a specific threat to any of the events mentioned below. The BRIC 


continually works with federal partners to identify specific threats to events in the MBHSR, and the BRIC will report out if any 
threats are identified relative to an event occurring within the MBHSR. 


(U//NP) Law enforcement and private sector partners should note that the BRIC does not monitor or comment on protests and 


activities protected by the First Amendment, absent evidence of criminal nexus or public safety implications. 


District 
A1 
Northeast 
ern PD 


C6 
D4 
A1 
D14 
C6 
D4 


D4 
D4 
D4 
D4 


C6 


D14 
D4 
D14 


Cambridge 
A1 
A1 


D14 
D4 


Event 


Celtics v. 76ers Game 5 
Northeastern University 
Preparedness Day 

Heart Rhythm Society 2018 
Annual Scientific Session 


Fisher College Commencement 
Kygo 

Emerson College Commencement 
MGH Institute Commencement 
Red Sox vs Oakland A's 

Ramadan 

Red Sox vs Oakland A's 

Red Sox vs Oakland A's 

Red Sox vs Baltimore Orioles 

Red Sox vs Baltimore Orioles 


Suffolk University Commencement 
Boston University 
Commencement 


Red Sox vs Baltimore Orioles 


Boston College Commencement 
Harvard University 
Commencement 


Garden of Flags for Memorial Day 
UMass Boston Commencement 


Boston Calling 
Red Sox vs Atlanta Braves 


Venue 


TD Garden 
Curry Student 
Center 


BCEC 


John Hancock Hall 


TD Garden 
Agganis Arena 
BCEC 

Fenway Park 


Fenway Park 
Fenway Park 
Fenway Park 


Fenway Park 
Blue Hills Bank 
Pavilion 


Nickerson Field 
Fenway Park 
Alumni Stadium 


Harvard Yard 
Boston Common 


TD Garden 
Harvard Athletic 
Complex 


Fenway Park 


Start Time 
5/9/2018 0:00 


5/9/2018 7:00 


5/10/2018 8:00 

5/12/2018 11:00 
5/12/2018 19:30 
5/13/2018 10:00 
5/14/2018 11:00 
5/14/2018 19:10 
5/15/2018 11:00 
5/15/2018 19:10 
5/16/2018 19:10 
5/18/2018 19:10 
5/19/2018 19:10 


5/20/2018 9:00 


5/20/2018 13:00 
5/20/2018 13:05 
5/21/2018 9:00 


5/24/2018 9:00 
5/25/2018 0:00 
5/25/2018 9:30 


5/25/2018 12:00 
5/25/2018 19:10 
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End Time 
5/9/2018 23:00 


5/9/2018 16:00 


5/12/2018 17:00 
5/12/2018 12:00 
5/12/2018 19:30 
5/13/2018 13:00 
5/14/2018 14:00 
5/14/2018 19:10 
6/14/2018 12:00 
5/15/2018 19:10 
5/16/2018 19:10 
5/18/2018 19:10 
5/19/2018 19:10 


5/20/2018 15:00 


5/20/2018 16:00 
5/20/2018 13:05 
5/21/2018 9:00 


5/24/2018 13:00 
5/28/2018 18:00 
5/25/2018 12:30 


5/27/2018 22:00 
5/25/2018 19:10 
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District 

D4 

C6; D4; 
A1; MSP; 
Cambridge 
PD 





D4 
D4 


D4 


D4 


A1 
D4 


A1; MSP 
C6 
D4 
D4 
D4 
Cambridge 
D4 
A1 
D4 
A1 
D4 
D4 
D4 
A1 
A1 
A1 
D4 
A1 
D4 
D4 
D4 
A1 
D4 
D4 


A1; C6 
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Event 
Red Sox vs Atlanta Braves 


Boston's Run to Remember 


Annual Memorial Day Services 
Red Sox vs Atlanta Braves 
Memorial Day 

Red Sox vs Toronto Blue Jays 


Honor & Tribute: Memorial Day 


Concert 
Red Sox vs Toronto Blue Jays 


1st Annual Boston Trans MX Pride 


Rally 


Red Sox vs Toronto Blue Jays 
Boston - June 2nd for the 2nd 
Amendment 


Bio International Convention 
Red Sox vs Detroit Tigers 

Red Sox vs Detroit Tigers 

Red Sox vs Detroit Tigers 

MIT Commencement 

Red Sox vs Chicago White Sox 
2018 Boston Pride Festival 
Red Sox vs Chicago White Sox 
Depeche Mode 

Red Sox vs Chicago White Sox 
Zac Brown Band 

Zac Brown Band 

Paul Simon 

Harry Styles 

U2 

Red Sox vs Seattle Mariners 
U2 

Red Sox vs Seattle Mariners 
Red Sox vs Seattle Mariners 
Red Sox vs Los Angeles Angels 
Sam Smith 

Red Sox vs Los Angeles Angels 
Red Sox vs Los Angeles Angels 


Boston Harborfest 


Fenway Park 


World Trade 
Center (Start / 
Finish) 


Veterans Memorial 


Park 
Fenway Park 


Fenway Park 
Christopher 
Columbus Park 


Fenway Park 


Boston Common 


Fenway Park 
Massachusetts 
State House 


BCEC 
Fenway Park 
Fenway Park 
Fenway Park 
Killian Court 
Fenway Park 
City Hall Plaza 
Fenway Park 
TD Garden 
Fenway Park 
Fenway Park 
Fenway Park 
TD Garden 
TD Garden 
TD Garden 
Fenway Park 
TD Garden 
Fenway Park 
Fenway Park 
Fenway Park 
TD Garden 
Fenway Park 


Fenway Park 
Faneuil Hall, 
Waterfront, 

Seaport 


Start Time 
5/26/2018 13:05 


5/27/2018 8:00 


5/27/2018 11:00 
5/27/2018 13:05 
5/28/2018 0:00 

5/28/2018 15:00 


5/28/2018 18:30 
5/29/2018 19:10 


5/30/2018 13:00 
5/30/2018 15:00 


6/2/2018 12:00 
6/4/2018 11:00 
6/5/2018 19:10 
6/6/2018 19:10 
6/7/2018 19:10 
6/8/2018 10:00 
6/8/2018 19:10 
6/9/2018 11:00 
6/9/2018 16:05 
6/9/2018 19:30 
6/10/2018 13:05 
6/14/2018 14:00 
6/15/2018 14:00 
6/15/2018 20:00 
6/18/2018 20:00 
6/21/2018 20:00 
6/22/2018 19:10 
6/22/2018 20:00 
6/23/2018 19:15 
6/24/2018 13:05 
6/26/2018 19:10 
6/26/2018 20:00 
6/27/2018 19:10 
6/28/2018 19:10 


6/29/2018 14:00 
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End Time 
5/26/2018 13:05 


5/27/2018 17:00 


5/27/2018 12:00 
5/27/2018 13:05 
5/28/2018 23:00 
5/28/2018 16:00 


5/28/2018 20:30 
5/29/2018 19:10 


5/30/2018 18:00 
5/30/2018 16:00 


6/2/2018 15:00 
6/7/2018 12:00 
6/5/2018 19:10 
6/6/2018 19:10 
6/7/2018 19:10 
6/8/2018 16:00 
6/8/2018 19:10 
6/9/2018 19:00 
6/9/2018 16:05 
6/9/2018 19:30 
6/10/2018 13:05 
6/14/2018 15:00 
6/15/2018 15:00 
6/15/2018 20:00 
6/18/2018 20:00 
6/21/2018 20:00 
6/22/2018 19:10 
6/22/2018 20:00 
6/23/2018 19:15 
6/24/2018 13:05 
6/26/2018 19:10 
6/26/2018 20:00 
6/27/2018 19:10 
6/28/2018 19:10 


7/1/2018 15:00 
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District Event Venue Start Time End Time 

Boston POPS Fireworks Hatch Shell, 

Spectacular Rehearsal Concert Esplanade 7/3/2018 20:00 7/3/2018 22:00 
A1; D4; Boston POPS Fireworks Hatch Shell, 
MSP Spectacular Esplanade 7/4/2018 18:00 7/4/2018 23:00 
D4 Luke Bryan Fenway Park 7/5/2018 14:00 7/5/2018 15:00 
D4 Red Sox vs Texas Rangers Fenway Park 7/9/2018 19:10 7/9/2018 19:10 
D4 Red Sox vs Texas Rangers Fenway Park 7/10/2018 19:10 7/10/2018 19:10 
D4 Red Sox vs Texas Rangers Fenway Park 7/11/2018 19:10 7/11/2018 19:10 
Al Shania Twain TD Garden 7/11/2018 19:30 7/11/2018 19:30 
D4 Red Sox vs Toronto Blue Jays Fenway Park 7/12/2018 19:10 7/12/2018 19:10 
D4 Red Sox vs Toronto Blue Jays Fenway Park 7/14/2018 13:05 7/14/2018 13:05 
D4 Red Sox vs Toronto Blue Jays Fenway Park 7/15/2018 13:05 7/15/2018 13:05 
A1 Eagles TD Garden 7/20/2018 20:00 7/20/2018 20:00 
A1 Eagles TD Garden 7/21/2018 20:00 7/21/2018 20:00 
A1 Panic! at the Disco TD Garden 7/25/2018 19:00 7/25/2018 19:00 
D4 Red Sox vs Minnesota Twins Fenway Park 7/26/2018 19:10 7/26/2018 19:10 
D4 Red Sox vs Minnesota Twins Fenway Park 7/27/2018 19:10 7/27/2018 19:10 
A1 Artic Monkeys TD Garden 7/27/2018 19:30 7/27/2018 19:30 
D4 Red Sox vs Minnesota Twins Fenway Park 7/28/2018 19:10 7/28/2018 19:10 
A1 Radiohead TD Garden 7/28/2018 19:30 7/28/2018 19:30 
D4 Red Sox vs Minnesota Twins Fenway Park 7/29/2018 13:05 7/29/2018 13:05 
A1 Radiohead TD Garden 7/29/2018 19:30 7/29/2018 19:30 
D4 Red Sox vs Philadelphia Phillies Fenway Park 7/30/2018 19:10 7/30/2018 19:10 
A1 Smashing Pumpkins TD Garden 7/31/2018 19:00 7/31/2018 19:00 
D4 Red Sox vs Philadelphia Phillies Fenway Park 7/31/2018 19:10 7/31/2018 19:10 


(U//NP) APPENDIX A: DEFINITIONS 


(U) The FBI defines domestic terrorism as having the following three characteristics: 


e Involve acts dangerous to human life that violate federal or state law; 


e Appear intended to intimidate or coerce a civilian population; to influence the policy of a government by intimidation 


or coercion; or to affect the conduct of a government by mass destruction, assassination, or kidnapping; and 


e Occur primarily within the territorial jurisdiction of the US.’ 


(U) The FBI defines international terrorism as having the following three characteristics: 


e Involve violent acts or acts dangerous to human life that violate federal or state law; 


Appear to be intended to intimidate or coerce a civilian population; to influence the policy of a government by 
intimidation or coercion; or to affect the conduct of a government by mass destruction, assassination, or kidnapping; 
and 

Occur primarily outside the territorial jurisdiction of the US, or transcend national boundaries in terms of the means 
by which they are accomplished, the persons they appear intended to intimidate or coerce, or the locale in which 
their perpetrators operate or seek asylum. 


(U) DHS defines domestic terrorism as: 
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Any act of violence that is dangerous to human life or potentially destructive of critical infrastructure or key resources 
committed by a group or individual based and operating entirely within the United States or its territories without 
direction or inspiration from a foreign terrorist group. The act is a violation of the criminal laws of the United States or 
of any state or other subdivision of the United States and appears to be intended to intimidate or coerce a civilian 
population, to influence the policy of a government by intimidation or coercion, or to affect the conduct of a 
government by mass destruction, assassination, or kidnapping. 


(U) DHS defines a homegrown violent extremist as: 


A person of any citizenship who has lived in or operated primarily in the United States or its territories who 
advocates, is engaged in, or is preparing to engage in ideologically motivated terrorist activities (including providing 
/material support to terrorism) in furtherance of political or social objectives promoted by a terrorist organization, 
but who is acting independently of direction by a terrorist organization. 


(U//NP) APPENDIX B: SOURCES 


The sources below were used to update this assessment for the Q1 2018 timeframe, please contact the BRIC for sources cited 
prior to this time. 


(U) “At Least Six Turkish Soldiers Killed in Attack by Turkish PKK Militants.” France 24. 30 March 2018. 

(U) “United States Unveils Sanctions Designed to Strangle Iranian-Backed Hezbollah.” The Washington Post. 2 February 2018. 

(U) “Gaza Protesters Charge Fence; 3 Killed, 100s Wounded.” The New York Times. 27 April 2018. 

(U) “Alleged Gunman Identified in Dagestan Church Shooting.” Radio Free Europe / Radio Liberty. 19 February 2018. 

(U) “A New Terrorist Group is Popping Up in Syria and Capitalizing on ISIS’ Defeat.” Business Insider. 19 April 2018. 

(U) “Competing Ideologies at Play in Boko Haram’s Return of Dapchi Girls.” The Council on Foreign Relations. 4 April 2018. 

(U) “Grozny Jihadist Swore Allegiance to Baghdadi Before Assaulting Police.” The Long War Journal. 22 March 2018. 

(U) “Islamic State Ally Stakes Out Territory Around Lake Chad.” Reuters. 30 April 2018. 

(U) “Death Toll From Somalia Blasts Rises to 45: Government Official.” Reuters. 23 February 2018. 

(U) “US Continues to Disrupt Shabaab’s Attack Campaign.” Threat Matrix. 13 April 2018. 

(U) “Al Qaeda Trying to Regroup in Tunisia After Islamic State Setbacks.” Reuters. 7 February 2018. 

(U) “American Forces Kill Senior Al Qaeda Leader in Libya.” The Long War Journal. 28 March 2018. 

(U) “Al Qaeda Again Addresses Factional Infighting in Syria.” The Long War Journal. 24 March 2018. 

(U) “US Offers $5 Million Bounty for Pakistani Taliban Militant Leader.” Reuters. 8 March 2018. 

(U) “Pakistani Taliban Deputy Khalid Mehsud ‘Killed in Drone Attack.’” BBC News. 12 February 2018. 

(U) “Yemen Attack: At Least 14 Killed in Raid on Aden Counterterrorism Headquarters.” The Guardian. 24 February 2018. 

(U) “Taliban Threaten 70% of Afghanistan, BBC Finds.” BBC News. 31 January 2018. 

(U) “Senior AQAP Leader Added to US Terror List by State Department.” The Long War Journal. 23 January 2018. 

(U) “Senior Yemen Qaeda Leader Calls For Knife and Car Attacks on Jews.” Reuters. 23 January 2018. 

(U) “Al Qaeda a Greater Threat Than ISIS in Some Places, Experts Warn.” CBS News. 7 February 2018. 

(U) “A Ransomware Attack Brought Atlanta to Its Knees — And No One Seems to Care.” The Hill. 4 April 2018. 

(U) “Cyberattacks Put Russian Fingers on the Switch at Power Plants, US Says.” The New York Times. 15 March 2018. 
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